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CRIME

Proposal Form




When completing this Proposal Form…


· Please answer all questions giving full and complete answers

· All answers should be given as a group response i.e. if any subsidiary or associated company to be insured has different responses these should be provided separately.

· Exposure information and risk management controls should be declared in respects of all entities which should also fall under your direct management control. 

· It is the duty of the Proposer to provide all information that is requested in the proposal form as well as to add additional material facts.

· A material fact is such known fact and/or circumstance that may influence the evaluation of the risk by the insurer.  If you are in any doubt as to whether any information is material, it should be disclosed

· If the space provided on the Proposal Form is insufficient, please use a separate signed and dated sheet in order to provide a complete answer to any question

· The proposal form must be completed, signed and dated by a person, who must be of legal capacity and authorised for the purpose of requesting fidelity insurance for the firm who acts as a Proposer.


This proposal form does NOT BIND the Proposer to complete the insurance 



[image: ]









SECTION 1: DETAILS OF THE PROPOSER

	1. 
	Name of the Proposer including any Subsidiaries:
	United Welsh Housing Association
Celtic Horizons Ltd
Harmoni Homes Ltd



	2. 
	Address of Head Office including Postcode:
	Y Borth 13 Beddau Way Caerphilly CF832 AX
	

	
	
	
	



	3. 
	Country of Registration:
	UK




	4. 
	How long has the Company continually carried on business?
	UW – 36 years
CH – 13 years
HH 8yrs



	5. 
	Company Registration Number 
	UW – IP26623R
CH – 07838396
HH – 10923446



	6. 
	Describe the business activities of the Company:
	See business description



	7. 
	Date of Financial Year end
	31st March

	8. 
	Annual gross turnover
	

	
	a) For last Financial Year
	53,483k

	
	b) Estimated for forthcoming Financial Year
	53,147k



	9. 
	Total number of employees based in the UK
	474



	10. 
	Annual Wageroll
	

	
	a) For last Financial Year
	£15,816k

	
	b) Estimated for forthcoming Financial Year
	£16,739k



	11. 
	Total number of locations
	22



	12. 
	Total number of Units owner and managed
	6872



	13. 
	Outline briefly any major changes to your Corporate Structure in the last three years and any publicised proposals relating to acquisition or merger: 

	
	None



	14. 
	Assets
	

	
	a) Total value of Stock Units Owned
	670,454k

	
	b) Total value of other Assets
	24,747k OFA figure not total assets?



	15. 
	Do you, or any entity seeking indemnity:
	
	

	
	0. have, or have ever had, any subsidiary companies or assets in Russia, Belarus, or regions of Ukraine not under the control of the government of Ukraine?
	No

	
	
	

	
	0. conduct, or have ever conducted, business in or in any way related to customers or operations in any territory of Russia, Belarus, or regions of Ukraine not under the control of the government of Ukraine?
	No

	
	
	

	
	If yes, please provide further details including:
1. The nature of business conducted
1. The specific territory
1. Whether exposure is ongoing
1. The date exposure ended, if applicable
1. Any winding up or managed withdrawal process, if applicable
	

	
	
	



	16. 
	In respect of all entities seeking indemnities, have any of the following been located in Russia, Belarus, or regions of Ukraine not under the control of the government of Ukraine since 22 February 2022?
	

	
	a. Permanent residence of any Director, Officer, or Trustee 
	No

	
	b. The corporate registration or permanent residence of any
	

	
	I. Corporate Shareholder
	No

	
	II. Natural person holding beneficial ownership of any shareholding in any entity
	No

	
	III. major shareholder under the FCA Disclosure Guidance and Transparency Rules or equivalent under local legislation in respect of a publicly traded entity only
	No

	
	
	

	
	If yes, please provide further details
	

	
	     
	




SECTION 2: AUDT AND CORPORATE GOVERNANCE

Please answer the following questions.  If you answer “No” to any please attach details on a separate sheet

	17. 
	Are your accounts independently audited?
	[bookmark: Check1]Yes  |X|
	No  |_|



	18. 
	Have all recommendations by external auditors regarding internal controls been complied with following your last audit?
	Yes  |X|
	No  |_|


	
	19.   
	Do you have an Internal audit Function?
	Yes  |X|
	No  |_|



	
	If so, does this process include?
	



	
	a)
	An established written program for all operations?
	Yes  |_|
	No  |X|

	
	b)
	An audit of all premises at least annually?
	Yes  |X|
	No  |_|

	
	c)
	An audit of all Electronic Data Processing and cash management functions?
	Yes  |X|
	No  |_|

	
	d)
	Random checks on stock, raw material, work in progress and finished goods?
	Yes  |_|
	No  |X|



	20. 
	What are the procedures for the implementation of internal audit recommendations? 
	

	
	Manager of the department takes the lead and agrees deadline for implementation. The audit & risk Committee are
kept up to date






	21. 
	Is there an audit committee which monitors the effectiveness of internal controls and reports directly to the Board?
	Yes  |X|
	No  |_|



SECTION 3: PHYSICAL CONTROLS, STOCK AND EQUIPMENT CHECKS
	
	
	 

	22. 
	Do you have any ‘target’ stock property? (Target stock includes alcohol, tobacco, valuable metals, works of art, antiques, scratch and top-up cards, mobile phones, electrical and computer hardware & software)?
	Yes  |X|
	No  |_|

	
	
	
	

	23. 
	Is your stock independently checked at least every 3 months by an employee not responsible for daily stock handling or ordering?
	Yes  |X|
	No  |_|

	
	
	
	

	24. 
	Are all locations containing stock, money and securities connected to a maintained and working intruder alarm and protected by controlled access during office hours?
	Yes  |X|
	No  |_|

	
	
	
	

	25. 
	Please confirm that you have an established policy for checking the background of job candidates prior to their being offered employment?
	Yes  |X|
	No  |_|

	
	If no, please provide details of the procedures used for vetting staff:

	


	
	
	

	26. 
	Is cover required for any activities outsourced to third party service providers?
	Yes  |_|
	No  |X|


	
	
	If yes, please advise which activities are outsourced and indemnities taken.  Please also provide details of the steps taken to ensure that appropriate controls and procedures are in place at such organisations:
	





	
	
	
	

	27. 
	Are wages and salaries independently checked against personnel records to ensure that there are no past or fictitious employees or excessive payments at least on a monthly basis?
	Yes  |X|
	No  |_|



SECTION 4: DUAL CONTROLS

	28. 
	Are duties segregated so that no one person can complete any of the following from beginning to end?
	
	



	
	a)
	Initiating and approving any electronic funds transfer instructions?
	Yes  |X|
	No  |_|



	
	b)
	Opening new bank accounts and amendments to bank mandate?
	Yes  |X|
	No  |_|

	
	c)
	Appointing new suppliers or awarding contracts?
	Yes  |X|
	No  |_|

	
	d)
	The ordering, receipt and authorisation for payment of goods, materials, equipment and services?
	Yes  |X|
	No  |_|

	
	e)
	Refunding monies, return of goods or disposal of assets above £1,000?
	Yes  |X|
	No  |_|

	
	f)
	Loans and borrowing?
	Yes  |X|
	No  |_|



SECTION 5: COMPUTERS
	29. 
	
Is your computer system protected by a secure firewall and virus detection / repair software which is regularly updated?
	Yes  |X|
	No  |_|



	30. 
	If yes, how often is the software updated?
	Updated as updates are available via third parties

	
	
	
	

	31. 
	Do computer terminals automatically lock after a period of inactivity?
	Yes  |X|
	No  |_|

	
	If yes, please advise the period of inactivity before locking:

	10 minutes of inactivity



	32. 
	How frequently do you back up data?
	Daily



	33. 
	Is the backed up data stored off site in a secure location?
	Yes  |X|
	No  |_|



	34. 
	Do your email server and internet service provider use authentication methods at all locations?
	Yes  |X|
	No  |_|



	35. 
	Are passwords:
	



	
	a)
	the only method to access your computer systems?
	Yes  |X|
	No  |_|



	
	b)
	used to give various levels of entry to your computer systems, depending on the users authorisation?
	Yes  |X|
	No  |_|

	
	c)
	changed on a regular basis?
	Yes  |_|
	No  |X|

	
	
	Please state how often they must be changed
	Not regularly changed -  following NIST password guidance

	
	d)
	withdrawn when employees leave?
	Yes  |X|
	No  |_|



	36. 
	Are programs protected to detect unauthorised changes?
	Yes  |X|
	No  |_|



	37. 
	Do all computer users undergo security awareness training?
	Yes  |X|
	No  |_|



	38. 
	Do all changes to the content and functionality of your website require password protected access?
	Yes  |X|
	No  |_|



	39. 
	If you use your own web server how often is your software firewall protection checked/updated and by whom (e.g. in-house or by outside consultants?)
	
	



	
	Regularly patched for windows updates in-line with our update policy
3rd party patches managed by 3rd party

	
	



	40. 
	Do you have an on-line trading capability?
	Yes  |_|
	No  |X|

	
	If yes, what is your estimated turnover for the next twelve months from on-line trading?
	




SECTION 6: MAKING AND RECEIVING PAYMENTS

	41. 
	Are any cheques produced with facsimile or computer signatures??
	Yes  |_|
	No  |X|



	
	If yes, please provide details of the type used and the maximum payment before an 
additional signature is required:
	




	42. 
	Are payments ever accepted using “Cardholder Not Present” methods where a ‘PIN’ is not required?
	Yes  |_|
	No  |X|



	
	If yes, please advise the value of any thresholds up to which such methods are accepted:
	




	43. 
	Is the maximum sole signing limit (in respect of all employees, directors and/or shareholders) on all manually prepared cheques £5,000 or less?
	Yes  |_|
	No  |_|Cheques are not used.



	44. 
	Please confirm below all funds transfer methods used to instruct your bank/financial institution to make payments (e.g. written, telephone, electronic)
	
	

	
	Electronic only using a pin device


	
	
	
	

	45. 
	For written, telephone and facsimile transfers, does the financial institution authenticate the funds transfer instruction to someone other than the initiator of the request before payment is released?
	N/A
	

	
	
	
	

	46. 
	Are payment authority forms:
a) pre-printed?
	
N/A
	


	
	b) kept in a secure location?
	
	

	
	
	
	

	47. 
	Are transfer beneficiaries predetermined by name and notified to your bank / financial institution?
	Yes  |X|
	No  |_|

	48. 
	Do passwords provide different levels of access based upon user authority levels?
	Yes  |X|
	No  |_|

	49. 
	Does the system revoke password access if an unauthorised transaction is attempted?
	Yes  |X|
	No  |_|



	50. 
	Are funds transfer details encrypted prior to transmission?
	Yes  |X|
	No  |_|

	51. 
	Is there a system of codes or passwords to enable the bank/financial institution to verify the authenticity of the message?
	
Yes  |X|
	
No  |_|

	
	a) Are call-backs used for high value transfers?
	Yes  |X|
	No  |_|

	
	b) If, yes, at what level?
	Only on some investment accounts

	52. 
	Is the employee responsible for effecting the payment prevented from:
a) Verifying the payment?
b) Receiving a call-back from the bank / financial institution to authenticate the request?
	
Yes  |X|
Yes  |X|

	
No  |_|
No  |_|


	53. 
	At what level are funds transfers verified by the beneficiary?
	Different Authorisation levels dependant on level of seniority


	
	
	
	

	54. 
	Are all Email or telephone requests for fund transfers referred to a supervisor or senior manager (other than requestor) to verify the request prior to the transfer being made?
	Yes  |X|
	No  |_|

	
	
	
	

	55. 
	Are statements of account for all amounts due issued at least monthly and direct to customers independently of employees receiving or collecting monies?
	Yes  |X|
	No  |_|

	
	
	
	

	
	If ‘No’, please advise below the alternative controls in place
	
	

	
	
	
	

	
	
	
	

	56. 
	Is there a centralised supplier list?
	Yes  |X|
	No  |_|

	
	
	
	

	57. 
	Is there a standardised procedure for vetting and appointing new suppliers?
	Yes  |X|
	No  |_|

	
	
	
	

	58. 
	Describe the vetting procedure
	
	

	
	Checks are made on the official website and company house credit and accounts checks
are completed. Independent Bank checks are also made
	
	

	
	
	
	

	59. 
	Who has authority to appoint new suppliers?
	
	

	
	Heads of service, Directors and the Finance Manager can approve any requests made
	
	



SECTION 7: SOCIAL ENGINEERING FRAUD CONTROLS
	60. 
	Have staff been made aware of Fake President/CEO Fraud and upon receiving and request for transfer of funds or payments by email or other means, they verify this by checking with the requestor physically in person and/or calling them or any other Senior Management using a telephone number which is previously known/designated?
	Yes  |X|
	No  |_|

	
	
	
	

	61. 
	Please confirm that where a request is made by a supplier or other payment recipient to change bank details on the proposer’s system, the request is verified by contacting an authorised representative of the supplier or payment recipient, using contact details held on file, rather than those contained on the change instruction itself, prior to making any changes?
	Yes  |X|
	No  |_|

	
	
	
	

	62. 
	Given the potential for Phishing and/or virus infection, please confirm that you employ and review regularly a procedure for informing employees not to click on unknown links of open attachments on emails from unknown sources?
	Yes  |X|
	No  |_|

	
	
	
	

	63. 
	What is your procedure for informing employees?
	Mandatory user training is carried out annually, regular phishing campaigns are run
testing staff members

	
	
	
	

	64. 
	Describe your procedure that allows staff to reported suspected fraud: 

	If received via email, staff would use the Report Message function within Outlook, then
report the suspected fraud to our DPO



	65. 
	In respect of invoice fraud, please confirm that when paying invoices, any variances on existing payment details are checked and verified with the payment recipient using contact details held on file rather than those contained on the invoice itself, prior to making payment?
	Yes  |X|
	No  |_|



	66. 
	In respect of the Vishing (telephone) fraud please confirm that
	

	


	
	a) all relevant staff are informed that their bank or the authorities will never call and ask for PINs or passcodes, or request money is transferred to another account 
	Yes  |X|
	No  |_|

	
	b) if any such calls are received, please confirm that these are verified by calling their bank using a separate telephone line or mobile
	Yes  |X|
	No  |_|



	67. 
	Please confirm the following regarding your financial control procedures:
	
	

	
	a) How are they implemented and communicated?
	
	

	
	They are approved by the Board and Communicated when a new employee commences
employment via the Finance induction. They are reviewed annually and are placed on the
organisations intranet and once updated announced in the monthly staff newsletter
	
	

	
	b) How frequently are they refreshed?
	
	

	
	Annually
	
	

	
	c) How are breaches identified?
	
	

	
	Control limits are set within the finance system therefore a payment or invoice cannot be
approved if a member of staff tries to breach their personal limit.
	
	

	
	d) What measures are implemented to prevent a recurrence of any breach?
	
	

	
	Via investigation and a risk analysis. The finance system parameters are tested regularly
by the Finance Manager.
	
	

	
	
	
	

	68. 
	In respect of employees responsible for money, goods, accounts, other financial & treasury functions or computer programming operations:
	
	

	
	a) Are written or verbal references obtained directly from former employers for the three years immediately preceding their engagement?
	Yes  |X|
	No  |_|

	
	b) If verbal, are notes of the discussion kept on file?
	Yes  |X|
	No  |_|

	
	
	
	

	
	If no for any of the above, please provide any explanation
	
	

	
	


	
	



SECTION 8: EXISTING POLICY DETAILS

	69. 
	Are the loss prevention procedures detailed in Questions 15 to 67 above operative at all locations?  If No, please provide details
	Yes  |X|
	No  |_|

	
	



SECTION 9: EXISTING POLICY DETAILS

	70. 
	Please state the limit of your existing Policy 
	3,000,000

	71. 
	Please state the deductible of your existing Policy
	25,000

	72. 
	Please state the expiry date of your existing Policy
	31/03/2026

	73. 
	From what date have you continually purchased Crime/Fidelity Guarantee insurance (this will be the retroactive date of your new policy)?
	  2009



SECTION 10: CLAIMS INFORMATION/CIRCUMSTANCES
	74. 
	During the last 5 years, has the proposer suffered a fraud, theft, burglary, robbery or any other type of loss which relates directly to the cover provided under this policy, which has or could have resulted in a claim, whether insured or not?
	Yes  |_|
	No  |X|



If the answer is yes, please provide details of the loss(es) or circumstance(s) including but not limited to the date, location, estimated quantum of loss and any measures taken to prevent reoccurrence: 
	.
	



	75. 
	Is the Proposer aware, after enquiry, of any circumstance or incident, which may give rise to a loss or claim?
	Yes  |_|
	No  |X|


   If the answer is yes, please provide details below:
	.
	



	76. 
	Have any of the directors or partners ever been convicted of, or charged with a criminal offence other than a motoring offence?
	Yes  |_|
	No  |X|


   If the answer is yes, please provide details below:
	
	

	
	

	77. 
	Has any insurer in respect of the risks to which this proposal relates:
	
	

	
	a) ever declined a proposal, refused renewal or terminated insurance?
	Yes  |_|
	No  |X|

	
	b) imposed special conditions or required an increased premium other than as a result of organic growth?
	Yes  |_|
	No  |X|


If the answer is yes to a or b, please provide details below:
	
	




SECTION 11: DECLARATION

SIGNING THIS PROPOSAL FORM DOES NOT BIND THE PROPOSER OR THE INSURER TO COMPLETE THIS INSURANCE

I/We declare that then information given is, to the best of my/our knowledge and belief correct and complete.  If the risk is accepted I/we undertake to pay the premium when called upon to do so.  I/We understand that my/our information may also be disclosed to regulatory bodies for the purposes of monitoring and/or enforcing the insurer’s compliance with any regulatory rules/codes.
TO BE SIGNED BY A PERSON AUTHORISED BY THE BOARD ONLY

	SIGNATURE
	
	
	DATE
	28/11/25

	
	
	
	
	

	NAME
	Lachlan Mackinnon

	
	
	
	
	

	POSITION
	Management Accountant



The Insurer recommends that you keep a record of all information supplied for the purpose of entering into an insurance contract (including copies of this Proposal Form and correspondence)

(Ed. 9/15)
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