IT and Security Questionnaire
This questionnaire must be completed by the lead contracting organisation and all sub-contracting organisations
	Question
	Guidance
	Bidder Response

	Could you confirm that all data on your IT systems is held in the UK? If not the UK, where is data stored?
	You must provide an answer to this question. Should your answer be no, the Client will require further information to determine your ability to meet the contract requirements.
	Yes / No

Please supply as much detail / information as possible:

	Is all of your stored data encrypted?
	You must provide an answer to this question. Should your answer be no, the Client will require further information to determine your ability to meet the contract requirements.
	Yes / No

Please supply as much detail / information as possible:

	Do you have Cyber Essential Plus or other (ISO27001 compliant / certified) accreditation in place?
	You must provide an answer to this question. If you do not currently hold this accreditation, please confirm you would be committed to obtaining the accreditation upon award of contract. This is a requirement of this contract and no contract will be awarded without evidence of current accreditation. 
	Yes / No

Please supply as much detail / information as possible:

	Do you have the following protective controls in place to ensure that your system remains secure:
•	Patching
•	AV scanning
•	physical controls (Secure location)
	You must provide an answer to this question. Should your answer be no, the Client will require further information to determine your ability to meet the contract requirements.
	Yes / No

Please supply as much detail / information as possible:

	Do you have Security Operating Procedures (SYOPs) and System Operating Procedures (SOPs)?
	A response to this question is optional.
	



