COLEG Y CYMOEDD POLICY DOCUMENT
_________________________________________________________________










Data Protection Policy

Mae’r ddogfen hon ar gael yn y Gymraeg / This document is available in Welsh

	Prepared by:   
	Vice Principal / Data Protection Officer   
  

	  

	Policy Approved by:   
	Senior Leadership Team    
	24/10/18 

	  
	  
	21/10/18 

	  
	  
	18/10/22 

	  
	  
	11/06/24 

	
	
	06/01/25

	  
	  
	 

	  
	Data Protection group  
	08/11/18 

	  
	  
	08/11/18 
 

	 
	 
	 
 

	  
	Compliance group  
	21/10/21 

	 
	 
	21/10/22 

	
	
	09/05/24

	
	
	09/01/25

	  
	  
	 

	  
	Audit committee  
	22/02/16 

	  
	  
	26/11/18 

	
	
	28/11/22

	
	
	

	 
	 Corporation
	01/07/24

	  
	  
	  

	Impact Assessed            
	October 2018, October 2022, April 2024

	  
	  

	Reviewed:  
	November 2015, September 2018, October 2021, October 2022, April 2024, December 2024, January 25
  

	  
	  

	Review Date:   
	January 2027 
  



Contents
Page 3	1. Introduction
Page 5	2. Status of the Policy
Page 5	3. Notification of Data Held and Processed	
Page 5	4. Responsibilities of Staff		
Page 6	5. Data Security
Page 6	6. Learner Obligations
Page 7	7. The Rights of Access 
Page 8	8. Subject Consent
Page 8	9. Processing Sensitive Information
Page 10	10. The Data Controller and the Data Protection Officer and Data Controller
Page 10	11. Retention and Deletion of Data
Page 11	12. Artificial Intelligence
Page 11	13. Sharing of data
Page 12	14. Conclusion
Page 13	Appendix 1 – Role of Data Controllers




1.	Introduction
1.1 The College needs to collect, process and keep certain data about its employees, learners and other users to allow it to exercise its function effectively. This includes monitoring its performance, organising learning provision, recording learners’ achievements, and maintaining financial, health and safety and employment records. 
[bookmark: _Int_zG9m8MVZ]1.2 The College collects data to meet its obligations to funding bodies and ensure government (and for example European) rules are complied with in respect of funding, e.g. to support financial audit requirements (see 1.2 above). Data collected also supports the process of staff recruitment and to facilitate payment of salaries and in some instances the payment of learner grants.
1.3 Under certain conditions of some financial grants, the College needs to share data with other public sector organisations. Staff and learners will be informed of when this could happen, and the steps taken to ensure that no personal data that could identify the individual is transferred and when personal data is required specific consent is received. 
1.4 This policy aims to mitigate the risk to the security of data.
[bookmark: _Hlk116995323]1.5 The College also collects data via its CCTV system to enable it to perform its functions in respect to both health and safety responsibilities and the prevention of crime.
1.6 The College will do its utmost to ensure that the data collected is used fairly, stored safely and not disclosed to any other person unlawfully.  Data will be deleted safely when the duration that the data is held for it to comply with the law expires.
1.7 The College must comply with the Data Protection Act 2018 (the 2013 Act) which is the UK’s implementation of the General Data Protection Regulation.  Everyone responsible for using personal data has to follow strict rules called ‘data protection principles. They must make sure the information is:
· used fairly, lawfully and transparently
· used for specified, explicit purposes
· used in a way that is adequate, relevant and limited to only what is necessary
· accurate and, where necessary, kept up to date
· kept for no longer than is necessary
· handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction or damage

1.8 Individuals have the following rights in relation to GDPR:
i.	The right to be informed
ii.	The right of access
iii.	The right to rectification
iv.	The right to erasure
v.	The right to restrict processing
vi.	The right to data portability
vii.	The right to object
viii.	Rights in relation to automated decision making and profiling


More information on each of these rights can be found on the ICO website.  
[bookmark: _Int_ujmUYe9u]1.9 The College and all staff or others who process or use any personal information must ensure that they follow these principles at all times. To ensure that this happens, the College has developed this Data Protection Policy.
1.10 The Freedom of Information Act 2000 gives a general right of access to all recorded information held by public authorities. However, this Act also sets out exemptions to that right and such exemptions include individual information on staff and learners by virtue of being personal information.



2.	Status of the Policy
2.1 This policy does not form part of the formal contract of employment, but it is a condition of employment that employees will abide by the rules and policies made by the College from time to time. Any failures to follow the policy can therefore result in disciplinary proceedings.
2.2 Any member of staff, who considers that the policy has not been followed in respect of personal data about THEM, should raise the matter with the designated data controller initially. If the matter is not resolved, it should be raised as a formal grievance.

3.	Notification of Data Held and Processed
3.1 All staff, learners and other users are entitled to know 
- what information the College holds and processes about them, why they hold it and who they may share it with,
- how to gain access to it,
- how to keep it up to date and
- what the College is doing to comply with its obligations under the 2018 Act and the GDPR.
3.2 The College will therefore provide all staff and learners and other relevant users with a privacy notice. This will state the types of data the College holds and processes about them, and the reasons for which it is processed. The College will, as part of the Employment Contract Process, seek specific consent from employees to process data relating to them. 
4.	Responsibilities of Staff
4.1 All staff are responsible for:
4.1.1 Checking that any information that they provide to the College in connection with their employment is accurate and up to date and informing the College of any changes to information, which they have provided e.g., changes of address.
4.1.2 Checking the accuracy of the information the College sends out from time to time, giving details of information kept and processed about staff.
4.1.3 Informing the College of any errors or changes. The College cannot be held responsible for any errors unless the staff member has informed the College of them.
4.1.4 If, and when, the college collects or accesses information about other people. (e.g., learners’ personal details, data relating to learners’ course work, opinions about ability, references to other academic institutions, or details of personal circumstances), they must comply with data protection laws as outlined within this policy. 
4.1.5 Notifying their line manager (who subsequently should inform the Data Protection Officer) of any suspected or actual breaches in data security that may lead to data loss relating to staff, learners or organisations.
5.	Data Security
5.1 All staff are responsible for ensuring that any personal data they hold (for example of learners, staff or other organisations) is kept securely and that personal information is not disclosed either orally or in writing, electronically, or accidentally or otherwise to any unauthorised third party.
5.2 Staff should note that unauthorised disclosure will usually be a disciplinary matter and may be considered gross misconduct.
5.3 Personal information should be kept in a locked filing cabinet, or in a locked drawer, or if it is computerised, be password protected.  To reduce risk to data users should store computerised data within the provided resources such as Office 365 or mapped network drives.  Passwords must not be disclosed or reused, and MFA must be activated.
Portable hard-drives or pen-drives should be used as last resort.  If used, these portable devices should be encrypted. Staff should seek technical advice from IT Dept. if they are unfamiliar with such processes.
5.4 Staff should NOT remove personal data relating to other staff, organisations or learners from college premises. This includes data kept on disk drives, electronic transmission to their home or other venues even if the data is to be used for work purposes.
5.5 The College will do its utmost to protect personal data held electronically-digitally on its computers and servers, this includes ensuring that all security software and other technical protection is enacted to diminish the risk of access to data, including remotely (e.g., via the internet). 5.6 The College will comply with ICO and notify them when required of any breach of security and management of held data. In the event that a breach has occurred the College shall implement its Breach Management Plan.

6.	Learner Obligations
[bookmark: _Int_k6nbQVjq]6.1 Learners must ensure that all personal data provided to the College is accurate and up to date. If learners need to change any personal data, they have to complete a ‘Change of Details’ form and submit this to the Learner & Campus Services. Learners must ensure they use their correct Learner ID number in all requests and may be required to provide additional identification.




7. 	The Rights of Access 
Individuals have the right to access their personal data and the right of access allows individuals to be aware of and verify the lawfulness of the processing of their data. Requests for such information will be known as Subject Access Requests.
All Subject Access Requests (SAR) must be submitted to:
Data Protection Officer 
Executive Office, Coleg y Cymoedd, Heol yr Coleg, Parc Nantgarw, Cardiff, CF15 7QY
T: 01443 663152
E: Data-protection@cymoedd.ac.uk 

Learners submitting a SAR must include their Learner ID in their request.
The College will provide a copy of the information free of charge. Information will be provided within one month of receipt of the request. The College will ensure that the identity of the person making the request is verified, using reasonable means.
The College will charge a reasonable fee to comply with requests for further copies of the same information. This does not mean that the College will charge for all subsequent access requests.
The fee will be based on the administrative cost of providing the information. Individuals will be given an indicative cost at the time they make their application.
The College reserves the right to extend the period of compliance by a further two months where requests are complex or numerous. If this is the case the College will inform the individual within one month of the receipt of the request and explain why the extension is necessary.
[bookmark: _Int_YT2b7fzJ]If requests are manifestly unfounded or excessive, in particular because they are repetitive, the College will:
· [bookmark: _Int_F68MqoTz]charge a reasonable fee taking into account the administrative costs of providing the information; or
· refuse to respond.
Where the College refuses to respond to a request it will explain why to the individual, informing them of their right to complain to the ICO within one month.
If the request is made electronically the College will provide the information in a commonly used electronic format.



8.	Subject Consent	Comment by Lisa Purcell: Statement here relating to overriding consent for safeguarding purposes?	Comment by Karen Workman: @Lisa Purcell are you happy that 8.4 now covers this?	Comment by Lisa Purcell: Yes, that's fine.
In order to process personal data, the College must have a legal basis as set out in the GDPR UK. This is to ensure that we can comply with the requirement for any processing we undertake to be fair and lawful. The available lawful processes are:
· Consent: where we ask an individual for permission to process their data in the circumstances set out in our privacy notice.
· Contract: Where the processing in necessary for the College to comply with its obligations under a contract.
· Legal obligation:  Where the processing is required for the College to meet its legal obligations. This is different to the Contract basis above - this would include for an example an obligation to inform HMRC about income paid to our employees, or to provide to Data to Welsh Government about student enrolments.
· Vital Interests: This would include where the processing is necessary to protect someone’s life
· Public Task: This would be where there is a wider public interest in the processing of the data – such a reporting data for statics, or in the interests of public health
· Legitimate interests: This would include processing where it is in the interests of the individual, or another third party, unless there is a good reason not to do so which would override the intended processing
The lawful basis which the College is relying on to process your personal data will be set out in the relevant privacy notice. In some cases, more than one lawful basis may apply.
If we are relying on Consent, the privacy notice will also set out how you can withdraw that consent should you wish to do so in the future.
The basis on which your information is processed also affects the rights you have as a data subject to object, port or erase data as set out elsewhere in this Policy.
The College has a duty to safeguard its staff and learners.  The college will always share the information needed, with an appropriate person or authority, in order to safeguard a child or vulnerable adult. Under the GDPR and Data Protection Act 2018 the College may share information without consent if, in our judgement, there is a lawful basis to do so, such as where safety may be at risk. In addition to GDPR and Data Protection guidance, the College follows guidance from the Information Commissioner’s Officer (ICO) regarding safeguarding children.

9.		Special Category Data
Where the College needs to process more sensitive information about an individual (such as information relating to health, political or religious beliefs, ethnicity, sexual life or orientation, or criminal allegations or convictions), then we require an additional basis for processing.
These are:
· Explicit consent
· Employment, Social Security and social protection
· Vital interests
· Not-for-profit bodies
· Made public by the data subject
· Legal claims or judicial acts
· Reasons of substantial public interest
· Health or Social Care
· Public Health
· Archiving, Research, or Statistics



10.		The Data Controller and the Data Protection Officer and Data Controllers
10.1 The College as a body corporate is the Data Controller under the Act, and the Corporation Board is therefore ultimately responsible for implementation. 
10.2 The Data Protection Officer has the following responsibilities: 
· Provide continued guidance, support and leadership on current and impending data protection legislation and regulation across the College
· Identify and implement the work required to bring the College up to standards required by the GDPR and put in place processes to ensure continued compliance
· Carry our regular risk assessments of the handling of data and maintain and update the risk register
· Create and maintain data protection policies and procedures
· Maintain evidential records of compliance with current legislation
· Support a programme of staff awareness training, to deliver compliance and foster a culture of data privacy within the organisation
· Review commercial agreements and contracts including data processing agreements with existing and future data processors
· Revise and lead data breach response and notification procedures
· Be the point of contact and co-operate with the ICO
· Act as the focal point for the organisation when data subjects are exercising their rights; supervise and advise on the response to such requests

10.3 The College is the designated data controller and has several members of staff acting on the delegated authority of the data protection officer. They include the Director of People & Culture, Director of Planning and Funding, Director of Infrastructure, Directors of Learner & Campus Services, Director of Finance, Assistant Principal Partnerships, & Recruitment and Progressions Manager (see appendix 1)
10.4 The College also has several authorised staff in academic areas to manage and deal with sensitive data relating to learners.

11.	Retention and Deletion of Data
11.1 The college will meet the requirements of GDPR in the retention of data.  This is detailed in the College Document Retention Policy.


11.4 The College will safely destroy data, (e.g., using shredders on college premises) when it is no longer required and in line with the periods indicated in the Document Retention Policy For large quantities of documents containing personal and other data, the College shall only use recognised companies for this purpose. The College will employ similar approaches to the destruction of electronic data.  When this is held on computer drives the College shall employ registered companies for this purpose specifically in relation to drives in PCs.
11.5 Data captured digitally via CCTV will normally be kept for 31 days and destroyed thereafter. The exception to this is when this data is required to support crime detection and subsequent legal proceedings

12.	Artificial Intelligence
The College recognises the increasing importance of Artificial Intelligence (AI) technologies and how they impact both administrative and teaching functions.  The College will ensure that it’s use of AI Technologies complies with data protection legislation.
Decision making in relation to course applications and enrolments and employment of staff will continue to be made by human review.
The College may use AI technologies for statistical and research purposes, including, but not limited to, learner successful course completion, retention, attendance and performance.
The College will seek opportunities to review, evaluate and employ AI technology in the learning environment.

13.Sharing of Data
The College may sometimes be required to share data that it holds about individuals. This will be in line with the lawful basis for processing included within the College Privacy Notices and appropriate safeguards will be put in place to ensure the data sharing in limited to only that necessary to enable to College to meet its obligations and will be shared securely.
Examples of this include sharing information in an emergency with emergency services, to ensure the safeguarding of an individual, to meet our own contractual obligations (such as exams registrations), statistical reporting, etc.
Where sharing data with other organisations with which we do not have a contractual relationship, the College will wherever possible enter into an information sharing protocol. This will be in accordance with the Wales Accord on the Sharing of Personal Information (WASPI). These agreements are accessible vis the WASPI website HERE (ISP Register Reviewed sept 2024.xlsx)

14.	Conclusion
13.1 Compliance with the 2018 Act is the responsibility of the College.  Any deliberate breach of this Data Protection Policy may lead to disciplinary action being taken, or access to college facilities being withdrawn, or even criminal prosecution. Any questions or concerns about the interpretation or operation of this policy should be directed to the college data protection officer.
13.2 This policy will be reviewed every 2 years unless further legislation necessitates an earlier review date.

Appendix 1 
Data Controllers
The College has several designated data controllers. These are:

	Area
	Person Responsible

	People & Culture
	Director of People & Culture

	Exams & Management Information Services
	Director of Planning and Funding

	Finance
	Director of Finance

	Learner & Campus Services
	Directors of Learner and Campus Services

	Estates and Health & Safety
	Director of Infrastructure

	Partnerships
	Assistant Principal Partnerships

	Recruitment and Progressions
	Recruitment and Progressions Manager
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