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1. ICT Procurement of Computer Software and Systems
This appendix sets out the organisational standards required by Mid and West Wales Fire and Rescue Service (MAWWFRS) for the procurement of new software and systems.
As part of the preparatory work for the replacement of the RAPPEL system (used to manage On-Call firefighter availability, rostering across duty systems, and workforce planning), MAWWFRS has undertaken a comprehensive pre-procurement assessment.  This exercise was conducted to evaluate the overall risk profile associated with the implementation and ongoing exploration of a replacement solution.
Based on this assessment, the proposed system has been classified as a ‘Critical’ risk.  This categorisation reflects both the sensitivity of the data involved and the operational importance of the system.  The system will process and store workforce availability and rostering data that underpins critical service delivery functions.  As such, failure, compromise, or misuse of the system could have significant operational, reputational, and compliance impacts.

2. Security and Compliance Requirements
Given the critical risk classification, suppliers are required to clearly demonstrate:
· Their current security posture and compliance status;
· Alignment with recognised security standards and best practices;
· Any planned or ongoing improvements to enhance their compliance maturity.

Further details regarding security and compliance expectations are provided in Appendix A – Software Requirements Specification, Tab 10: Security & Compliance.

3. Definition of Sensitive Data
For the purposes of this procurement, sensitive data includes (but is not limited to):

· Genetic data
· Political opinions
· Racial or ethnic origin
· Data concerning Health
· Trade union membership
· Religious or philosophical beliefs
· Data concerning sex life or sexual orientation
· Biometric data used for identification

In addition, sensitive data may include information of a security nature or any data that could be exploited for criminal purposes.
Personally Identifiable Information (PII) is defined in accordance with the Information Commissioner’s Office (ICO) as any data that can identify an individual.

4. Mandatory and Desirable Requirements
In line with the assessed risk profile:

· Essential (Must Have) requirements represent minimum criteria that must be met for a system to be considered compliant.
· Desirable (Should Have) requirements will be evaluated and scored as part of the procurement process.

5. Additional Desirable Features
Suppliers are encouraged to provide the following capabilities:
· API Accessibility
· Fully documented APIs enabling secure integration with other MAWWFRS systems
· Support for data exchange (push/pull) across key system functions
· No additional licensing costs for standard API access (consultancy costs may apply where appropriate)
· Data Migration Strategy
· Clear, structured strategy for migrating data from the existing RAPPEL system into the proposed system (where required)
· Training and Support
· Provision of training materials, including online and instructor-led options
· Ongoing training and support services, with transparent costs as required




6. Other Requirements
In the event of conflicting requirements, the most stringent requirement shall apply, e.g. if something for a high-risk system is desirable in Medium Risk or above but essential in High Risk, then the requirement is for it to be essential.
Suppliers must ensure that any subcontractors involved in the provision of services to MAWWFRS adhere to equivalent or higher standards of data protection and system security.
A comprehensive pricing model must be provided, including: 
· Initial system and all associated onboarding costs
· Annual recurring costs
· Training costs
· Custom development and consultancy fees (including ad hoc services)
All cost elements will be subject to evaluation as part of the procurement process.
Suppliers must submit a detailed implementation plan of the system, including: 
· Timescales and delivery approach
· Infrastructure requirements, including details of any dedicated servers allocated to MAWWFRS

7. Requirements During the Contract Term
Throughout the duration of the contract:
· MAWWFRS and the supplier must regularly review security requirements, particularly where there are significant changes to the security, system functionality, or data usage held in systems relating to MAWWFRS.
· Suppliers are expected to proactively respond to new best practices or emerging security threats during the life of the contract and while they still hold information and data relating to MAWWFRS.
· MAWWFRS should work closely with the supplier to continually improve their security where possible.  Each stage of the contract review should include a regular standing agenda item on security, covering: 
· Recent security improvements and investments
· Any incidents or breaches
· Changes in key personnel
· Updates regarding subcontractors and their compliance posture

8. End-of-Contract Requirements
At the conclusion of the contract:
· All MAWWFRS data must be securely deleted, unless otherwise instructed.  This includes all copies and derived datasets.
· Formal confirmation of data destruction must be provided to MAWWFRS.
· A contract closure review must be conducted to ensure: 
· Deactivation of supplier user accounts
· Removal of system integrations and connections
· Completion of all security-related obligations
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