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[bookmark: _Toc229387054]Appendix C:  MAWWFRS ICT Standards, API’s, KPI’s and Service Level Agreements & Data Protection Statement
1 [bookmark: _Toc228276322]ICT Procurement and Supplier Standards
Strategic Alignment with Digital Automation
All proposed solutions must align with the MAWWFRS Digital Automation Strategy.  This is critical to ensure that any procured system can be securely integrated into automated workflows, support interoperability across partner systems, and contribute to long-term digital transformation objectives.
Suppliers are expected to demonstrate how their solution supports automation-first design principles, reduces manual intervention, and enables seamless data exchange across the named FRS’s digital ecosystems.

[bookmark: _Toc228276323]API and Integration Requirements
To support interoperability and future scalability, suppliers must provide:

· Open, secure, and well‑documented API’s covering key functions as standard
· Access to API documentation, either publicly or prior to contract award
· Evidence that API capability forms an integral component of the product offering

API maturity and integration capability will form part of the technical evaluation and scoring criteria.
[bookmark: _Toc228276324]Solutions based on closed architectures or “integration on request” models will be strongly discouraged.

Identity, Access and Single Sign‑On 
All systems must integrate with Microsoft Entra ID using modern authentication standards (SAML/OIDC).  Suppliers must meet one of the following defined standards, with preference given to higher levels of maturity:


	Level
	Detail

	Gold
	Optimised Identity Integration

	Silver
	Managed Identity Integration

	Bronze
	Basic Identity Integration



Gold Standard – Automated Identity Lifecycle
· Event-driven Joiner, Mover, Leaver (JML) processes via Entra or HR systems
· Automated account provisioning (either on login or JML-driven)
· Entra security groups for granular role‑based access
· Full Single Sign-On (SSO) for all users and administrators
· No routine use of legacy authentication methods (except controlled ‘break glass’ accounts)

Silver Standard – Managed Identity Integration
· Entra security groups used for permissions
· SSO for all users and administrators
· Elimination of routine legacy login usage (except controlled ‘break‑glass’ accounts)

Bronze Standard - Core Single Sign‑On
· SSO enabled for all users and administrators
· No routine use of local or legacy accounts (except controlled ‘break‑glass’ accounts)

Systems that cannot meet at least the Bronze standard will require explicit exception approval.

Supplier Commitment to Automation/Integration
Suppliers must demonstrate a clear commitment to ongoing integration and interoperability, including:

· A defined roadmap for API or SSO enhancements
· Transparent costs and timelines for future integration developments
· Evidence of an integration‑focused approach within product documentation, marketing materials, and customer case studies

Secure-by-Design and Modern Standards Compliance
All systems must:
· Use modern development frameworks and security standards
· Support least‑privilege access models
· Provide and enable comprehensive auditing, monitoring, and logging of automated actions
· Comply with UK GDPR requirements and National Cyber Security (NCSC) principles


2. Integration and API Requirements
2.1 Operational Context
MAWWFRS and SWFRS operate a shared and partially federated systems landscape, with some platforms jointly hosted and others maintained independently.  The strategic objective is to enable secure and efficient data sharing between the proposed availability system and all relevant operational systems.

2.2 Command and Control Integration
MAWWFRS and SWFRS mobilise similarly, and the Joint Fire Control (JFC), based in Bridgend, currently utilises Vision 5 (NEC/formally SSS/Capita) as the Command and Control (C&C) system.  This system relies on real-time availability data to support mobilising decisions.
The proposed solution must provide functionality equal to or exceeding the current integration with Vision 5, including real-time availability feeds and operational status updates.
Additionally, suppliers must ensure compatibility with all major Fire and Rescue Service C&C platforms.  This is essential to avoid constraining future procurement options, as the JFC intends to tender for a replacement C&C system in the coming years.  Further technical requirements are detailed in Appendix A (Software Specification Requirements).

2.3 Payroll and HR System Integration
Pay process
MAWWFRS Pay Process
Once pay claims are finalised by station supervisory officers and forwarded to the respective divisional cluster manager, forms are checked for accuracy and signed off by the cluster manager before being sent to the payroll department for processing.
SWFRS Pay Process
South Wales firefighters are paid a salary; therefore, no claim forms are required after each incident. 
Day-crewed and wholetime firefighters are salaried.  Additional claims are submitted only for overtime or on-call duties undertaken outside contracted hours.  Day crew personnel operate on an on-call basis between 22:00 and 12:00 hrs.
The solution must support integration with varying payroll models across the named Services:
· MAWWFRS: Claim-based payroll process requiring validation and submission workflows via PeopleXD
· SWFRS: Salary-based model with no post-incident claims via PeopleXD
PeopleXD (Formally CoreHR)
This software is used independently by both MAWWFRS and SWFRS and provides many HR related functions such as user details, sickness, payroll, expenses, etc.
PeopleXD provides a number of APIs and import options.

Where available in the PeopleXD software, we would require the software solution to provide the following:
1. API connection to PeopleXD to provide payment details for attendance of On-call and Wholetime personnel at incidents, drill nights and training.  Covering different pay codes, such as attending station but not riding on the appliance, riding on the appliance, and attending drill nights. 
2. If there is no API access to PeopleXD for this purpose, then the supplier software solution should provide pre-configured export templates and/or a simple export function in the required format, with an appropriate file produced that can be imported into PeopleXD to automatically calculate pay.
3. API connection to PeopleXD, for any Absences or Leave, including but not limited to Sickness, Career break, Suspensions, Maternity/Paternity, etc.
2.4 Competency and Training Systems (PDR-Pro)
The system must integrate with PDR-Pro to support workforce competency and compliance, including:
One-way interface -> push or pull (every hour)
1. FF Risk Critical Skills compliance (e.g. BA/Non-BA status) sent to the supplier software system.
2. FF Roles sent to the supplier software system (e.g. Driving, Incident Commander, etc).
3. Visibility of training/course bookings created in PDR-Pro and the Course Management System to update FF availability.
4. Automated updates/alerts when personnel fall in and out of compliance with specialist/critical skills.
2.5 Microsoft Entra Integration
The proposed system must:
1. Support multi-tenanted architecture to allow secure access by each of the individual organisations in this tender.
2. Enable SSO from multiple Microsoft Entra tenants. 
3. The combined data must be available to be fed into shared systems such as the Control Centre Command and Control System.  This should use SAML or similar, but also be fully secure using best practice integration.
4. Groups in Entra should be available for permission mapping within the supplier’s software system.  Users must map automatically into the proposed new software rota system on first use, based on Entra Security Groups. 
5. Basic profile details from Entra must map across to the proposed new software system, including name, job titles, departments and locations.
6. All Joiner, Mover, Leaver (JML) and other details should update automatically from Entra.
7. The new solution must have Role/Group-based permissions and alerts for the system, with staff being members of multiple roles or groups (which should be used from AD groups/SSO).  Granular permission must also be available, which would be used exceptionally, if an individual needs additional permissions that differ from their current group/role.
2.6 Mobile Terminal (MDT) Integration
The software solution should support future integrations with MDT platforms (e.g., Airbus), enabling:
· Real-time crew status updates from appliances 
· Synchronisation with availability and Command-and-Control systems 
· Manual check-in capability for personnel present at stations but not mobilised

3. Key Performance Indicators and Service Level Agreements
All performance expectations are defined within the Invitation to Tender (ITT) documentation.
Service Level Agreements (SLAs) relating to incident management are detailed in Appendix D: Software SLAs – Incidents.
Suppliers must demonstrate their ability to meet or exceed these requirements, supported by robust monitoring, reporting, and continuous improvement mechanisms.


4. Data Protection, Security and Information Governance
 Data Protection Statement for MAWWFRS
This Data Protection statement ensures that MAWWFRS assesses not only compliance but also the quality, maturity, and effectiveness of supplier capabilities in safeguarding critical information. 
It supports a move away from purely metric-based measurement toward a holistic, risk-informed evaluation model, aligned with best practice across the UK public sector.

Data Protection, Liability, Data Loss & Data Breach
MAWWFRS requires suppliers to evidence a mature, risk-based, and standards-aligned approach to information governance and security within the Service Level Agreement (SLA).  
In place of fixed KPI metrics alone, bidders must provide a comprehensive narrative describing how they will deliver, assure, and continuously improve performance across data protection, liability, data loss prevention, and data breach management.
This narrative will form a key component of qualitative evaluation and contract management.

Data Protection & Compliance
The supplier must demonstrate full compliance with UK GDPR, the Data Protection Act 2018, and relevant sector-specific requirements. 
This includes:
· Implementation of appropriate technical and organisational measures (Article 32 UK GDPR)
· Alignment with ISO/IEC 27001  
· Adherence to data minimisation, purpose limitation, and secure processing principles
· Staff security measures, including training, vetting, and ongoing awareness

Bidders must clearly articulate governance structures, policies, and assurance mechanisms used to protect MAWWFRS information assets. 

Liability & Risk Allocation
The supplier shall define a clear and proportionate approach to liability and accountability, including:
· Allocation of responsibility for data compromise, unauthorised access, or service failure
· Defined indemnities and limitations of liability, proportionate to risk
· Transparent risk identification, assessment, and mitigation processes
· Escalation pathways aligned to MAWWFRS governance structures
This should reflect robust risk management practices, consistent with ISO 27005 / CAF Risk Management principles.

Data Loss Prevention & Resilience
The supplier must evidence a proactive and resilient approach to preventing data loss, including:
· Implementation of Data Loss Prevention (DLP) controls
· Defined Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO)
· Business continuity and disaster recovery, including identifying and reporting a data breach
· Outline monitoring capabilities and assurance processes to demonstrate ongoing resilience.


Data Breach & Incident Management
The supplier must provide a clearly defined incident response framework, aligned with:
· UK GDPR breach notification requirements (including 72-hour reporting to the ICO where applicable), this must include business continuity reporting to MAWWFRS.
· CAF Objective D: Minimising Impact of Incidents
Bidders must demonstrate the ability to support MAWWFRS in meeting its statutory and legal obligations.

Lawful Basis and Special Category Data
The Provider must clearly identify and document the lawful basis relied upon for each processing activity undertaken on behalf of MAWWFRS in accordance with Article 6 UK GDPR. Where processing includes special category personal data under Article 9 UK GDPR, the Provider must specify the applicable Article 9 condition relied upon, together with any additional conditions under the Data Protection Act 2018 where relevant.
The Provider must demonstrate that appropriate safeguards are implemented for the processing of special category data, including enhanced access controls, encryption, role-based permissions, audit logging, confidentiality obligations, and minimisation of data collection and retention.

Data Protection by Design and DPIA Support
The Provider must demonstrate compliance with the principles of Data Protection by Design and by Default under Article 25 UK GDPR. This should include evidence that privacy and security requirements are embedded into the design, development, configuration, implementation, and ongoing operation of the proposed service.
Given the potential sensitivity of availability data, staffing patterns, operational readiness indicators, and associated workforce information, Suppliers must:
· Demonstrate privacy-by-design architecture and secure system configuration.
· Support MAWWFRS in the completion and ongoing review of Data Protection Impact Assessments (DPIAs);

Controller/Processor Status and Supply Chain Governance
The Provider must explicitly declare its status under UK GDPR in relation to the services being procured, including whether it acts as a Data Controller, Joint Controller, or Data Processor. Where processing is undertaken on behalf of MAWWFRS, the Provider must demonstrate full compliance with Article 28 UK GDPR processor obligations.
The Supplier must provide:
· A clear description of controller and processor responsibilities.
· Details of governance arrangements for managing shared accountability where joint controller relationships exist.
· Confirmation that processing will only occur on documented instructions from MAWWFRS.
The Provider must also disclose all subcontractors and sub-processors involved in service delivery, including cloud hosting providers, analytics services, communication platforms, SMS gateways, managed service providers, or other third parties with access to personal data.
Suppliers must further provide:
· Full sub-processor disclosure.
· Data flow transparency across the supply chain.
· Written approval and change control procedures for adding or replacing sub-processors.
· Evidence that equivalent UK GDPR obligations are contractually flowed down to all third parties.
· Details of liability, oversight, and assurance arrangements relating to subcontracted processing activities.

Data Location, Hosting and International Transfers
The Provider must clearly declare all locations where personal data will be stored, hosted, processed, backed up, accessed, or otherwise transferred during the delivery of the service.
This must include:
· Primary and secondary data hosting locations.
· Disaster recovery and backup storage locations.
· Remote administration or support access arrangements.
· Any international data transfers outside the United Kingdom.

Where international transfers occur, the Provider must demonstrate compliance with UK GDPR and provide details of the transfer safeguards relied upon, including:
· UK International Data Transfer Agreements (IDTA);
· International Data Transfer Addendum arrangements.
· UK adequacy regulations.
· Standard Contractual Clauses (where applicable)
· Transfer Risk Assessments and supplementary technical safeguards.

Security Assurance, Incident Management and Testing
The Provider must demonstrate a mature and continuously tested security framework aligned to recognised standards and good practice, examples could be Cyber Essentials Plus, ISO/IEC 27001, NCSC guidance, or equivalent recognised security frameworks where applicable.
The Supplier should provide evidence of:
· Breach management and escalation procedures compliant with Articles 33 and 34 UK GDPR.
MAWWFRS reserves the right to request evidence supporting the effectiveness of security assurance and testing arrangements during procurement and throughout the contract term.

Data Subject Rights and Transparency Obligations
The Provider must demonstrate processes and controls enabling MAWWFRS to meet its obligations under UK GDPR relating to data subject rights.
This must include documented procedures supporting:
· Subject Access Requests (DSARs);
The Provider must confirm that requests received directly from data subjects will be promptly referred to MAWWFRS unless otherwise agreed contractually.

Audit, Assurance and Right of Inspection
The Provider must agree to maintain sufficient records, evidence, and audit trails to demonstrate ongoing compliance with UK GDPR, the Data Protection Act 2018, and all contractual information governance requirements.
MAWWFRS reserves the right to undertake audits, inspections, or assurance reviews either directly or through an authorised third party. The Provider must fully cooperate with such activities and provide timely access to relevant personnel, systems, policies, records, certifications, and security evidence where reasonably required.
The Provider must also confirm cooperation with any ICO enquiry, investigation, or regulatory engagement relating to services delivered under the contract, including the timely provision of information, records, and incident evidence where required.
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