PA23‑Compliant Justification for a 7‑Year SOC Framework (Hybrid SIEM, Data Migration, Tool Consolidation)
Framework Duration Justification (Procurement Act 2023, Section 47)
The contracting authority has determined that a 7‑year framework agreement is required due to the nature of the Security Operations Centre (SOC) services being procured, including the provision, operation, and continuous optimisation of a hybrid Security Information and Event Management (SIEM) capability.
The requirement involves complex onboarding of a new SOC provider at the start of the framework, including full offboarding of the incumbent supplier, migration of historical and live security data, consolidation of existing security tools, and integration of multiple log sources into the hybrid SIEM environment. These activities require significant supplier investment in infrastructure, analytics tooling, detection engineering, and specialist personnel, and typically follow multi‑year maturity cycles that cannot be efficiently delivered or recovered within a 4‑year term.
The hybrid SIEM model requires long‑term stability to maintain correlation rules, analytics tuning, threat‑detection maturity, and continuous improvement of use cases. Data migration and tool consolidation are resource‑intensive processes that must be undertaken once per supplier cycle to avoid operational disruption. A shorter framework term would increase the frequency of these high‑risk transitions, raising security risk, reducing value for money, and undermining the continuity of monitoring and incident response.
The framework also requires full offboarding of the new provider at the end of the term, including secure data transfer, decommissioning of tooling, and re‑establishment of baselines. These transitions involve substantial effort to maintain security assurance and continuity of service.
Suppliers must commit significant resources to SIEM platform investment, detection engineering, threat‑intelligence integration, and accreditation cycles that typically align with 5–7‑year technology lifecycles. A 7‑year term ensures operational resilience, supports supplier investment recovery, and aligns with industry‑standard SOC and SIEM refresh cycles.
For these reasons, the authority considers that the nature of the SOC requirement — including hybrid SIEM operation, data migration, tool consolidation, and onboarding/offboarding complexity — necessitates a 7‑year term, in accordance with Section 47(3) of the Procurement Act 2023.

