SCHEDULE 7
DATA PROCESSING

[bookmark: _Hlk86308424]The supplier is responsible for ensuring that all data is stored securely and adheres to the General Data Protection Regulation. (GDPR)
The supplier has Cyber Essentials or ISO27001 as a minimum.


Subject matter of the processing
Provision of Facilities Management Services.
	
Duration of the processing	
For the duration of the Contract January 2027 -January 2031.
	
Nature and purposes of the processing
By participating in this procurement, the bidder will be deemed to have authorised QW to process all information provided as part of the Supplier Tender Response and to have obtained all necessary consents to enable QW to do so.
Contact details of QW Staff will be processed as personal data by the Supplier.
The Supplier will be responsible for securely storing all personal data according to GDPR protocols and policies. 
	
Type of Personal Data 
Names, emails and telephone numbers of QW employees involved with the delivery of Facilities management at QW and for named FM QW staff to access the Suppliers CAFM portal.
	
Categories of Data Subject	
QW employees.
	
Plan for return and destruction of the data once the processing is complete

The supplier must retain all personal or sensitive data pertaining to this project for at least one year, and all anonymised data sets for at least six years from the project completion date.
 At the end of the retention period, the supplier must contact Qualifications Wales (dpo@qualificationswales.org) to confirm that the data can be destroyed before doing so. Depending on the historical significance of the data collected, it may need to be transferred to Qualifications Wales for storage and transferral to the National Archives. A decision on further retention of the data will be made in conjunction with the guidelines set out in The National Archives Records Collection Policy and will depend on the impact of the research on decision-making. The supplier is responsible for ensuring the secure destruction or transfer of the data, in agreement with Qualifications Wales.   

