



Data Protection Impact Assessment

Introduction

A data protection impact assessment (DPIA) is a tool which can help The Isle of Anglesey County Council (IOACC) identify the most effective ways to comply with its data protection obligations and meet individuals’ expectations of privacy. DPIAs are mandatory for projects, plans, proposals or changes to existing systems or processes that have a high risk on the privacy rights of the individual. DPIAs will provide IOACC with an opportunity to identify and manage data protection and privacy-related risks at an early stage of any project or initiative, reducing the associated costs and damage to reputation which might otherwise occur. DPIAs are an integral part of taking a ‘privacy by design’ approach, which all organisations processing personal data are mandated to do under the UK General Data Protection Regulation (UK GDPR). 

What is a DPIA?

DPIAs are a type of risk-management tool which helps to identify and reduce the privacy risks of a project. An effective DPIA should be used throughout the development and implementation of a project and incorporated into the existing project management or change management processes. A DPIA enables an organisation to objectively analyse how a project, policy, plan, initiative or system will affect the privacy of the individuals involved and evidence how issues have been assessed and the decisions taken to manage them. 

When should a DPIA be carried out? 

A DPIA should be carried out at the beginning of any project, initiative, proposal or plan, including the purchase of new IT systems, if the work involves the use of personal data e.g. information about staff, residents of Anglesey or other individuals. The DPIA should be amended throughout the lifecycle of the project, if necessary, to ensure that our data protection obligations are fully considered and met, and individuals’ privacy is appropriately assessed and protected. Before conducting a DPIA, you should go through the DPIA Triage [link] to determine if a full DPIA is required. The triage questions are available [location]. 

The DPIA procedure gives more information on when a full DPIA is required. 

What do I do with my completed DPIA?

When you have completed your DPIA at the beginning of your project it should be filed with your project manager, and a copy sent for the attention of the DPO via DPO@ynysmon.llyw.cymru.  The DPO will review the form and inform you if there are any concerns that they have about your project. These can then be addressed at this early stage. If you do not have a project manager, you must retain your own copy of the DPIA. 

As your project is ongoing, risks that become apparent should be recorded on your DPIA and addressed appropriately. If you make any amendments during the project you should inform the DPO.  

When your project is nearing completion, you should review your DPIA and ensure that you have addressed all risks that you identified in your DPIA. You, as project manager, and the DPO should both then ‘sign-off’ the DPIA as completed, along with information asset owner. 

The DPIA should be stored with the rest of the project documents for the relevant project retention period. 

Post Implementation Review

After your project has been implemented it is good practice to undertake a post implementation review. The timing of this is project dependent and the DPO will advise on the relevant review period for your project. 

Contacts

If you require further advice and/or guidance about how to complete a DPIA, please contact the DPO on DPO@ynysmon.llyw.cymru. 
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	Project Analysis

Context / Project Overview 
Please provide a brief explanation of the project. 

This might include: 
· What does the project aim to achieve? 
· What is the relationship between The IOACC and the individuals whose data is to be processed? 
· Are you collecting information about vulnerable people or children? 
· What control do the data subjects have over the information? 
· What are the benefits to The IOACC or the community?

	
Answer: 
The project relates to the commissioning and delivery of a county-wide Young Carers Service across Ynys Môn for young carers aged 7 years and above. The service aims to identify young carers at the earliest opportunity, undertake proportionate assessments, provide information, advice and assistance, and deliver tiered support interventions to improve wellbeing, resilience, educational outcomes and reduce inappropriate caring responsibilities. 
The Isle of Anglesey County Council is the Data Controller and has statutory responsibilities under the Social Services and Well-being (Wales) Act 2014 to promote wellbeing and provide access to information, advice, assistance and preventative services. The commissioned provider will process personal data on behalf of the Council for the purposes of delivering the Young Carers Service. 
The project involves processing information relating to children and young people, including vulnerable children, young carers and their families. Information may include personal data and special category data relating to health, wellbeing, caring responsibilities, safeguarding concerns and educational impacts. The service will work with schools, health services, social care, Teulu Môn and community organisations to provide coordinated support. 
Young carers and their families will be informed of how their data is used through privacy notices. They will retain their rights under UK GDPR, including rights of access, rectification and complaint. Personal information will only be processed where necessary, proportionate and lawful.
Benefits include improved identification of young carers, earlier access to support, improved wellbeing and educational outcomes, reduction of inappropriate caring responsibilities, better safeguarding arrangements and improved partnership working across Ynys Môn. 

	Describe Information Flows 

The information flow is how data is collected, used and ultimately deleted. The process you will describe should cover, where relevant, the below examples and be in plain English. 

· How will personal data be obtained? E.g. direct from the individual, referrals, etc.
· How will personal data be used? For what purpose are you collecting the personal data?
· How will personal data be deleted? E.g. If you’re using a system can it delete personal data
· Who will personal data be disclosed to? (individuals or organisations)? 
· Have you identified any high risk by using of sharing the personal data? 
· You may find it useful to add an information flow diagram. If you have one please attach it to the DPIA. 
· Is information is planned to be shared outside the European Economic Area (EEA)?

PLEASE NOTE: 
· If you are sharing personal data, you will need a Data Sharing Agreement; where applicable contained within the relevant contract.  
· If you intend to share data outside of the EEA, please contact the DPO to discuss. For a list of EEA countries see Appendix B below. 


	
Answer: 

Personal information may be collected directly from young carers, their families, schools, health services, social care, the Early Help Hub, community organisations, and during assessments, reviews or support sessions. The information is used to understand a young person's needs, assess eligibility, provide support, keep children safe, develop support plans, and monitor the quality and effectiveness of the service. 
Where necessary and lawful, information may be shared with relevant organisations involved in supporting the young person, including the Isle of Anglesey County Council, schools, health services, Children's Services, the Early Help Hub, Teulu Môn and safeguarding partners. Any information sharing will be supported by appropriate agreements and carried out in line with UK GDPR requirements. 
The main privacy risks are unauthorised access to children's information, inappropriate sharing of sensitive information, cyber security incidents, and accidental disclosure when working with multiple agencies. Appropriate safeguards, policies and staff training will be in place to reduce these risks. 
Personal information will be kept only for as long as necessary and will be securely deleted in line with the Council's retention policies, the UK GDPR and the Data Protection Act 2018. Personal data is not expected to be transferred outside the UK or European Economic Area (EEA). If this becomes necessary, appropriate safeguards and approval from the Data Protection Officer will be obtained before any transfer takes place. 






	Assess Need & Proportionality 
· Have you consulted with stakeholders? 
· How does using personal data achieve your aims?  
· How will you inform individuals you are using their data? e.g. Privacy notice.  
· How will you ensure that data is kept up to date? 
· Is there another way of using information e.g. using anonymised or pseudonymised data? 
· How will you ensure the rights of individuals? e.g. amend their personal data if they notify you its inaccurate etc.
· Appendix A sets out details of what to include / consider here. 


	
Answer: 

The service has been developed with input from Council staff, young carers services, and other key partners.
Personal information is needed to identify young carers, understand their needs, provide support, keep children safe and measure whether the service is making a difference. Without this information, the service would not be able to assess needs, provide the right support or meet its legal responsibilities.
Young carers and their families will be given clear information about:
· Why their information is being collected.
· What information is being collected.
· Who it may be shared with.
· Their rights under UK GDPR.
The provider will regularly review and update records to help ensure information remains accurate. Young people and families will be able to ask for incorrect information to be corrected.
Only the information needed to deliver the service will be collected. Wherever possible, anonymised or combined data will be used for monitoring and reporting purposes.
The rights and privacy of young carers and their families will be protected through:
· Access to their personal information when requested.
· The ability to correct inaccurate information.
· Collecting only the information that is needed.
· Secure storage and deletion of information when no longer required.
· Appropriate security measures to protect data.
· Staff training and confidentiality requirements.





Data Subject Analysis


	Identify the types of personal data to be processed (non-exhaustive list)
	Tick
(All that Apply)

	Name 
	☒
	Address (home or business) 
	☒
	Postcode 
	☐
	NHS No.
	☐
	Email address 
	☒
	Date of birth 
	☒
	Passport / Passport number
	☐
	Telephone number
	☒
	Reference number 
If ticked, please detail: 
WCCIS or young carers card number

	☒

	IP Addresses
	☐
	Driving Licence [shows date of birth and first part of surname] 
	☐
	Bank, financial or credit card details 
	☐
	Mother’s maiden name 
	☐
	National Insurance number 
	☐
	Tax, benefit or pension Records
	☐
	Employment, school, Social Services, housing records
	☒
	Other – please specify

Caring circumstances, assessment information, support plans, attendance records
	☐






	Identify the types of Special Category Data (SCD) to be processed – tick all that apply

	Racial or ethnic origin
	☒	Political opinions
	☐	Religious or philosophical beliefs
	☒
	Trade union membership
	☐	Sexual life/orientation
	☐	Health data (physical or mental)
	☒
	Genetic data
	☐	Biometric Data
	☐	
	☐






	State approximate number of individuals whose personal data is to be processed e.g. over the contract/ annually/etc. 

	
Approximately 100 to 250 young carers and associated family members may have personal information processed annually. Final volumes will depend on referral rates and service demand.




	

	To lawfully process personal data, you must identify and justify at least one lawful basis for processing, listen below are the 6 lawful bases – please choose which is most appropriate

	(a) Public task/official authority — the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law such as statutory duties
	
☒
	(b) Entering into or performing contract – the processing is necessary for a contract you have with the data subject(s), or because they have asked you to take specific steps before entering into a contract 
	
☐

	(c) Legal obligation / duty — the processing is necessary for you to comply with the law
	
☐
	(d) Vital interest —if you need to process the personal data to protect someone’s life.  If you can reasonably protect the person’s vital interests in another less intrusive way, this basis will not apply. 

This is a rarely used (though important) lawful basis that covers processing in a life-or-death emergency. It is included here for completeness but is unlikely to be used frequently.  
	
☐

	(e) Consent – the data subject(s) has given their consent for their personal data to be processed

	
☐
	(f) Legitimate Interests of the controller or third party – the processing is necessary for your legitimate interests or the legitimate interests of a third party 


	
☐





	Special Category Data (SCD)


	To lawfully process SCD, you must rely on at least one lawful basis from list below. 

It is anticipated that you might require DPO assistance to complete this section 

	(a) The data subject has given explicit consent 
	
☐
	(b) The processing is necessary for the purposes of carrying out the obligations or exercising specific rights in the field of employment, or social security. 
	
☐

	(c) Processing is necessary to protect the vital interests of the data subject 
	
☐
	(d) Activities of a not-for-profit organisation 

	
☐

	(e) Processing relates to data the data subject has previously made public 
	
☐
	(f) Processing is necessary for the establishment, exercise or defence of legal claims or whenever the Courts are acting in their Judicial capacity
	
☐

	(g) The processing is necessary for reasons of substantial public interest*
	
☒
	(h) Processing is necessary for the purposes of: 

· Preventative or occupational medicine
· Assessment of working capacity of an employee
· Medical diagnosis
· The provision of health or social care or treatment
· Management of health or social care systems or services
	
☐

	(i) Processing is necessary for reasons of public interest in public health 

Eg. Protecting against serious cross border threats to health
	
☐
	(j) Processing is necessary for: 

· Archiving in the public interest
· Historical research
· Statistical purposes
In accordance with article 89(1) UK GDPR. 
	
☐

	If you have selected (g) above (substantial public interest)– please indicate which subsection Schedule 1 of the DPA 2018: you are relying on: 


	

	
Statutory and government purposes  

	☒
	Administration of justice and parliamentary purposes

	☐

	Equality of opportunity or treatment

	☐
	Racial and ethnic diversity at senior levels

	☐

	Preventing or detecting unlawful acts

	☐
	Protecting the public

	☐

	Regulatory requirements

	☐
	Journalism, academia, art and literature

	☐

	Journalism, academia, art and literature

	☐
	Journalism, academia, art and literature

	☐

	Preventing fraud

	☐
	Suspicion of terrorist financing or money laundering

	☐

	Support for individuals with a particular disability or medical condition

	☐
	Counselling

	☐

	Safeguarding of children and individuals at risk

	☒
	Safeguarding of economic well-being of certain individuals

	☐

	Insurance

	☐
	Occupational pensions

	☐

	Political parties

	☐
	Elected representatives responding to requests

	☐

	Disclosure to elected representatives

	☐
	Informing elected representatives about prisoners

	☐

	Publication of legal judgments

	☐
	Anti-doping in sport

	☐

	Standards of behaviour in sport

	☐
	
	☐







	If you have selected (h) or (j) above, please indicate which is the relevant sub-section from the provided list you are relying upon. 

	Answer: 








	To satisfy most of the SCD conditions above, the processing must be ‘necessary’ and ‘proportionate’. 
Describe the assessment made to ensure that the aims of the project are only achievable in the way proposed.

	
Answer: 












	Criminal Offences data.
What legal basis for processing will you be relying on?  The 28 conditions which are available for the processing of criminal offence data are set out in paragraphs 1 to 37 of Schedule 1 of the Data Protection Act 2018.

	Employment, social security and social protection
	☐
	Health or social care purposes
	☒

	Public health
	☒
	Research
	☐

	Statutory and government purposes
	☐
	Administration of justice and parliamentary purposes
	☐

	Preventing or detecting unlawful acts
	☐
	Protecting the public against dishonesty

	☐

	Regulatory requirements relating to unlawful acts and dishonesty
	☐
	Journalism in connection with unlawful acts and dishonesty
	☐

	Preventing fraud
	☒
	Suspicion of terrorist financing or money laundering
	☐

	Counselling
	☐
	Safeguarding of children and individuals at risk
	☐

	Elected representatives responding to requests
	☐
	Disclosure to elected representatives
	☐

	Informing elected representatives about prisoners
	☐
	Publication of legal judgments
	☐

	Anti-doping in sport
	☐
	Standards of behaviour in sport
	☐

	Consent
	☐
	Vital interests
	☐

	Not-for-profit bodies
	☐
	Manifestly made public by the data subject
	☐

	Legal claims
	☐
	Judicial acts

	☐

	Administration of accounts used in commission of indecency offences involving children
	☐
	Insurance
	☐








Risk Assessment
	Identify the privacy and related risks

Identify the key privacy risks, the associated compliance and the corporate risks. Consider if your risks are significant enough to require entry onto the relevant risk register. 

Appendix A to this form will help you identify the GDPR compliance risks to assist you. 
Appendix B to this form will help you identify further relevant considerations to assist you.

Good practice for identification of risks is to follow your data flow identified above and to present risks in the data flow operation.  

	Privacy Risk
	Risk to Individuals
	Compliance risk
Please identify whether the risks is in failure to comply with UK GDPR requirements only or any additional compliance requirements 

This should identify if the risk is low, medium or high. 
	Risk to IOACC
This is usually: 
· ICO intervention 
· Reputational risks 
· Fines or other enforcement actions 
· Risks of civil action by data subjects 

	Information uploaded incorrectly due to errors in child data 
	Distress 
Loss of confidence in service 
Miss urgent updates to information 
	UK GDPR – accurate records 

Anything SS related? 

Medium risk 
	

	
1 
Unauthorised access to child records
	

Distress, loss of privacy
	

High 
	

· ICO intervention 
· Reputational risks 


	2
Inappropriate information sharing
	Harm to child or family
	
High
	
· Reputational risks 
· Risks of civil action by data subjects


	3
Cyber security breach
	
Exposure of sensitive information
	
High
	
· Fines or other enforcement actions 


	4
Inaccurate information used in assessment
	
Inappropriate support decisions
	
Medium
	
Risks of civil action by data subjects

	5
Data retained longer than necessary
	
Loss of privacy rights
	
Medium
	· ICO intervention 
· Reputational risks 
· Fines or other enforcement actions 
Risks of civil action by data subjects







	Identify privacy solutions

Describe the actions you will take to reduce the risks, and any future steps which would be necessary to help do so (e.g. the production of new guidance etc)


	Privacy risk
This column should be the same as in the first table. 
	What is your proposed solution? 
How will you remove or reduce the risk? 
	What is the result of using your solution? 
Is the risk eliminated, reduced or accepted? 
	Evaluation: 

Is the final impact on individuals after you implement your solution a justified, compliant and proportionate outcome when considered against the aims of the project? 

	Information uploaded incorrectly due to errors in child data
	Cross referenced against other than just name 
	
	

	Sharing information: (split) 

Regular (can sharepoint be an option) 
Occasional – how will this be secure? 
	
	
	

	1 Unauthorised access

Split – access generally & access hierarchy 
	Role-based access controls, staff training

	Reduced risk
	
Justified and proportionate


	2 Inappropriate sharing

Automatic sharing from a CRM? 
	Data Sharing Agreement, protocols, supervision
	Reduced risk
	Compliant

	3 Cyber security
	Encryption, secure systems, incident management
	Reduced risk
	Compliant

	4 Inaccurate records
	Regular reviews and user verification
	Reduced risk
	Proportionate

	5 Excessive retention

Is there any automated retention options? 
	Retention schedule and deletion procedures
	Reduced risk
	Compliant






	Sign off 

	Project Owner
	I confirm that this current DPIA contains a systematic and accurate description of the processing (scope and purpose of the system) prior to go live. 
I confirm that I will be responsible for ensuring the privacy risks and mitigating actions are completed and managed appropriately.
I confirm that when the scope and system usage changes, I will conduct a review of this DPIA. Where I identify new privacy risks, I will seek approval from the DPO (or nominee).
	Name – 
Llyr Ap Rhisiart

Job title: 
Rheolwr gwasanaeth Ymyraeth gynnar a gwasanaethau ataliol / Service Manager Early intervention and prevention

Date 10.09.2026

	Delivery/Sign-Off Manager
	I confirm that this DPIA accurately reflects the processing of personal data and mitigating actions discussed with the business owner.
	Name
Job title
Date

	DPO or nominee 
	Comments: 

	Name

Job title

Date

	Risk Accepted on behalf of IOACC by Information Asset Owner

	Comments:

	Name

Job title

Date




	Post Implementation review

	Date for post implementation review
	

	DPO or nominee comments at post implementation review
	Comments:
	Name

Job title

Date






Appendix A – Linking your DPIA to the UK GDPR Data Protection Principals: 

Examples of questions to ask yourself to assess which principal is relevant & the matters that each principal covers. 

Principle 1: Lawfulness, fairness & Transparency
Have you identified the purpose of the project?
How will individuals be told about the use of their personal data?
Do you need to amend your privacy notices?
Have you established which conditions for processing apply?
If you are relying on consent to process personal data, how will this be collected and what will you do if it is withheld or withdrawn?
Further, in relation to the Human Rights Act, you also need to consider:
Will your actions interfere with the right to privacy under Article 8?
Have you identified the social need and aims of the project?
Are your actions a proportionate response to the social need?

Principal 2: Purpose Limitation
Does your project plan cover all the purposes for processing personal data?
Have potential new purposes been identified as the scope of the project expands?


Principal 3: Data Minimisation
Is the information you are using of good enough quality for the purposes it is used for?
Which personal data could you not use, without compromising the needs of the project?

Principal 4: Accuracy
If you are procuring new software, does it allow you to amend data when necessary?
How are you ensuring that personal data obtained from individuals or other organisations is accurate?

Principal 5: Storage Limitation 
What retention periods are suitable for the personal data you will be processing?
Are you procuring software which will allow you to delete information in line with your retention periods?

Principal 6: Integrity & Confidentiality
Do any new systems provide protection against the security risks you have identified?
What training and instructions are necessary to ensure that staff know how to operate a new system securely?



Annex B: Further considerations 

Subject Access Requests
Subject Access Requests remain active and relevant under UK GDPR / DPA18. Have you considered whether the systems you are putting in place allow you to respond to subject access requests easily?

Marketing
If the project involves marketing, have you got a procedure for individuals to opt out of their information being used for that purpose?
Marketing is wider than just the sale of products. If you are sending updates, newsletters or other items sharing such information, take advice from the DPO. 

Transferring data outside of the EEA
Will the project require you to transfer data outside of the EEA?
You need to understand any / all subprocessor locations, as if they are outside the EEA additional contract terms may be required. 
If you will be making transfers, how will you ensure that the data is adequately protected?
You will need to ensure that any contract / Data Processing agreement contains the required contract terms and provisions. 
If you anticipate that data will be transferred outside of the EEA have you taken advice from the DPO?. 
EEA Countries are: 
Austria, Belgium, Bulgaria, Croatia, Republic of Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden – plus Iceland, Liechtenstein and Norway. 






